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B LOCATES F AT S 



B SELECTS A 



B REQUESTS, CHECKS 
AS PUBLIC KEY, PK A 
FROM A KEY SERVER K 



B SENDS TRANSACTION 
REQUEST TO S 
INCLUDING SESSION 
IDENTIFIER AND B'S 
PAYMENT 
INFORMATION 



S REQUESTS, CHECKS 
PK A FROM K 



S EXTRACTS IDL AND A* 

INFORMATION 
REGARDING PREVIOUS 
TRANSACTION FROM F 



S SENDS A 
CONFIRMATION 
MESSAGE INCLUDING 
SESSION IDENTIFIER, 
S'S PAYMENT 
INFORMATION, AND 
INFORMATION ABOUT 
PREVIOUS 
TRANSACTION 



A REQUESTS, CHECKS 
PUBLIC KEYS PK B , PK s , 
PK a - S 
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A CHECKS THAT 
SESSION IDENTIFIERS 
WERE NOT USED 
PREVIOUS LY 
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A CHECKS B'S, S'S 
PAYMENT 
INFORMATION 
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A GENERATES TWO 
RANDOM NUMBERS, SK 

AND CK, FOR 
WATERMARKING AND 
ENCRYPTION 



A COMPUTES IDN 



A SENDS 
WATERMARKING AND 
ENCRYPTION 
INFORMATION TO S 



Fig. 2A 




S CHECKS RECEIVED 
INFORMATION VALIDITY 
USING HM5 
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S EXTRACTS 
WATERMARK LEVEL 
INFORMATION FROM 
FILE 
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S DIGITALLY 
WATERMARKS F TO 
CREATE WF 



S ENCRYPTS WF WITH 
CK TO CREATE WF*, 
COMPUTES HASH H 



S SENDS H TO A 



S SENDS WF* TO B 



B COMPUTES HASH H* 
FROM WF* 



B SENDS H* TO A 



Fig. 2B 
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TRANSACTION IS VALID 
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A AUTHORIZES THE 
TRANSFER OF MONEY 
FROM B TO S 
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A SENDS TRANSACTION 
IDENTIFIER AND CK TO 
B 




NO 
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TRANSACTION IS 


INVALID 



B DECRYPTS WF* WITH 
CK, RESULTING IN WF 





FINISH 







Fig. 2C 



